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Abstract

Quantum computing has transformed computational paradigms through its
unique principles and algorithms. This paper provides a systematic overview of
quantum algorithms, their application-based classification, and their industrial rel-
evance. It surveys the broader areas of the field from a chronological perspective
and highlights significant advances. The study also identifies emerging trends and
key research directions in quantum algorithm development.
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1 INTRODUCTION

Quantum computing’s rapid advancement has opened new frontiers in computational
sciences, with a promise to solve problems, which are classically intractable [1]. At the
heart of this technological revolution lies the development of quantum algorithms, which
exploit the principles of quantum mechanics, such as interference, entanglement [2], and
superposition, to achieve computational advantages over classical counterparts. Over the
past few decades, the quantum computing landscape has evolved dramatically, giving rise
to a diverse array of algorithms designed for applications ranging from cryptography and
optimization to machine learning and quantum simulation.
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Quantum algorithms can be classified into several broad categories. Early break-
throughs, such as Shor’s algorithm [3] for factoring integers and Grover’s algorithm [4]
for database search, established foundational paradigms for quantum computation. More
recently, new frameworks such as variational algorithms, quantum machine learning
(QML) techniques, and sampling-based approaches have gained prominence, particularly
in the context of NISQ devices [5]. These advancements reflect the dynamic interplay
between theoretical innovation and practical implementation in the field.

Computational models underpinning quantum algorithms include the circuit model,
adiabatic quantum computation [6], and quantum walks [7].

In addition, there are diverse application domains ranging from cryptanalysis and
optimization to materials science and data analysis. Both well-established algorithms
and newly proposed approaches contribute to the ongoing evolution of the field.

Quantum computing represents one of the most profound shifts in computational
paradigms, leveraging the principles of quantum mechanics such as superposition, en-
tanglement, and interference. Quantum computing’s true potential was envisioned by
Richard Feynman in 1982, built upon the foundations of quantum mechanics developed
by pioneers such as Paul Dirac, Erwin Schrodinger, Max Born, Albert Einstein, Warner
Heisenberg, Max Planck, Wolfgang Pauli in the early 20th century. He famously noted
that “nature isn’t classical, dammit, and if you want to make a simulation of nature,
you'd better make it quantum mechanical,” thereby initiating the conceptual ground-
work for quantum computing [8]. This visionary statement highlighted the inadequacy
of classical computers in simulating quantum systems and spurred the development of
quantum computational models.

The idea of a universal quantum computer, its theoretical formulation [9], and the
exponential speed-up that can be achieved by such a device, for certain processes such as
function evaluation [10] were demonstrated in the early 1990s. The first tangible mile-
stones in quantum computing were marked by the creation of quantum algorithms that
demonstrated potential speed-ups over classical counterparts. Simon’s algorithm [11] and
Shor’s factoring algorithm [12], developed in the 1990s, were pivotal. Shor’s algorithm,
in particular, posed a threat to classical cryptographic systems by efficiently factoring
integers and solving discrete logarithm problems, both critical to RSA encryption.

In parallel, Grover’s algorithm [4] provided a quadratic speedup for unstructured
search problems, showcasing quantum computing’s broader applicability. These initial
successes highlighted the promise of quantum algorithms and catalyzed further research
into their development.

The subsequent decades witnessed a rapid expansion in quantum algorithm research.
The advent of the NISQ era introduced new algorithmic paradigms, such as Variational
Quantum Algorithms (VQAs). Variational Quantum Eigensolver (VQE) [13] and the
Quantum Approximate Optimization Algorithm (QAOA) [14] exemplify this class, merg-
ing quantum and classical computation to solve optimization and quantum chemistry
problems efficiently on NISQ devices.

Quantum algorithms have since diversified into categories based on their applica-
tions, such as QML [15], quantum cryptography [16] [17] [18], and quantum simula-
tions [19] [20] [13]. For instance, quantum principal component analysis [21] and quan-
tum support vector machines [22] demonstrate the applicability of quantum algorithms
to data analysis and machine learning, while quantum key distribution (QKD) [23] un-
derpins advancements in secure communications.

Despite significant advancements, the journey toward large-scale, Fault-Tolerant Quan-



2 BACKGROUND OF QUANTUM ALGORITHMS 4

tum Computation(FTQC) remains fraught with challenges. Issues such as decoher-
ence [24], error correction [25], and limited qubit connectivity necessitate innovative solu-
tions. Furthermore, the development of high-level programming languages for quantum
computing and efficient algorithmic implementations remains an active area of research.

Additionally difficulties faced in loading classical data into quantum computers (or)
state-preparation [26], where lucrative hardware related improvements have been pro-
posed recently[27] and the exponential overhead of measurements for quantum tomogra-
phy [28] (to obtain the complete quantum state) also hinder a full-scale usage of quantum
computers in a practical sense.

The primary goal of our work is to highlight the rapid progression of quantum al-
gorithm development over recent decades. It also seeks to emphasize the emergence of
diverse algorithmic approaches tailored to both the NISQ era and the anticipated era of
FTQC.

The structure of this survey is as follows: Section 1 introduces fundamental concepts;
Section 2 covers key quantum mechanical principles; Section 3 presents a classification
of quantum algorithms; Section 4 discusses some of the primitive algorithms; Section
5 explores industrial applications; Section 6 outlines future directions; and Section 7
concludes with a summary of key insights.

2 Background of Quantum Algorithms
2.1 A Brief Introduction to Qubits

Akin to a classical bit, a two-level quantum system

called a qubit can be used to perform computational |0)
operations. Such a single pure qubit state can be

defined in a generalized fashion as:

1) = e®(cos B |0) + e?sinf1)). (1) i)

This expression represents the quantum su-
perposition [1] of the computational basis states
|0) and |1), where a valid quantum state is a
linear combination of the solutions to the time-
independent Schrédinger equation[29] (computa-
tional basis):

1)

Figure 1: Bloch Sphere diagram

ﬂW>ZE|¢> ) =co|0) +cr|l);c0,c0 €C (2)

The co-efficients of the basis states (¢?cosf and e'+?)sinf)) are complex amplitudes,
and their squared magnitudes correspond to the probabilities of measurement outcomes.

Any manipulations to the quantum state can be modelled as operations on the qubit,
which are called gates. A quantum gate U acts on a qubit (or set of qubits) and leads to
a unitary evolution of the states of the qubit(s). A typical example of a quantum gate is
the Hadamard Gate H, given by:

- 111 1
i= 5 ) @

At least for the single qubit case, the evolution of a quantum state can be visualized on
a 3-dimensional sphere called the Bloch Sphere. The usual convention is that the north
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and south poles correspond to the states which will be measured directly, also called
the computational basis states. The quantum states which are the eigenvectors of the
bit-flip operator or Pauli X operator (which performs the following operations on a set of
computational qubits: |0) — |1) and vice-versa) are pointing towards the positive and
negative x-axis respectively, and similarly with the eigenvectors of the Pauli-Y operator.

When more than one quantum system is considered, an additional uniquely quantum
phenomenon arises: entanglement [1]. In entangled states, the quantum systems exhibit
correlations that cannot be described independently of one another, regardless of the
spatial separation between them. A key feature of entangled states is that they cannot
be expressed as a tensor product of individual qubit states. For example, the Bell state:

1
NG

cannot be written as [¢) , ® |¢) 5 for any single-qubit states |1) , and |¢) 5 belonging to
H2. This non-separability is the hallmark of entanglement and plays a central role in
quantum information protocols and algorithms.

|[@F) = —=(/00) +[11)) (4)

2.1.1 Quantum Gates - Introduction

A general single-qubit unitary operator can be represented as:

9 Uw Un
U= ; 5
{Um Un (5)
where UUT = UTU = I. The unitarity condition imposes the following constraints on the

matrix elements:

Uool® + [Uro]? = |Uot|* + |Un* = 1,

Equivalently, the columns (and rows) of a unitary matrix form orthonormal vectors in
c2.

Most of the commonly used two-qubit gates in quantum computing can be broadly
categorized into two types based on their operational structure:

e Block-diagonal (Controlled-type) Gates — These gates act conditionally on
the state of one qubit and can be written in the form:

Uo Un 0 0
Uo Un 0 0
0 0 Vi V|’ (7)
0 0 Vi Vi

Uen = [0) 0] @ U + 1) (L@ V =

where U and V are single-qubit unitary operators. This structure encompasses
all controlled operations, including the CNOT and controlled-U gates. Such gates
are block-diagonal in the computational basis and are typically entangling when
U + V. In the case when U = I, and V is any other unitary gate, this leads to a
controlled operation of V on the second qubit if the first qubit is in |1)
state.
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e Permutation-type (Exchange-type) Gates(also categorized as Non-Perfect En-
tanglers in [30]) — These gates act nontrivially only on the single-excitation sub-
space span{|01),|10)} and can be expressed as:

1 0 0 O

~ . 0 U[)() U[n 0 UOO UOl

Uperm = 0 Uyp U 0] |:U10 U11:| €U Q). (8)
0 0 0 1

These include gates such as SWAP, iSWAP, viSWAP, and the fermionic SWAP,
which preserve total excitation number and are frequently used in quantum simu-
lation and fermionic encodings.

Both classes of gates are inherently non-separable, meaning they cannot be written as
a tensor product of two single-qubit unitaries[31]:

K#A®B, KecU®4), K€ {U,Upem}, A BecU(?2). (9)

where U(2) and U(4) represent the groups containing all one qubit unitaries and two
qubit unitaries respectively. They therefore serve as the fundamental non-local building
blocks in quantum circuits.

The commonly used single-qubit gates and their matrix representations are: Pauli

matrices: )
0 1 0 —2 1 0
X_[l O_’Y_li 0}’2_[0 —1]’ (10)
g L1 1] oy~ [L 0
V2|1 -1 |0 e?]’
cos? —isin? cos? —sin? e~ 0/2
_ 2 2 _ 2 - \
R (0) [—z’ sing cosg } A [sing cosg } R (0) [ 0 619/2:| '

Two-qubit gates can often be expressed as either block-diagonal (entangling) or
permutation-type gates. A few commonly used examples are:

Controlled Gates (Entangling):

1 0 00
01 00
C-X:U=1,V =X, 000 1l° (11)
0010
10 0 0
o  ex |01 0 0
C-Re(0):U=1V=em2, 00 cosg —ising ' (12)
00 —ising Cosg
1 0 O 0
01 0 0
. o __—izY
C-R0): U=1V=e 10 0 cos? —sinf|’ (13)
0 0 sin? cosg
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C-R,(0):U=1V=e"57 (14)

o O O
o O = O
[
1
>
~
)

Permutation Gate:

. UOO U01 . 0 1
swaps [0 o~ 0 f].

o O O
o= O O
o O = O
— o O O

2.2 Relevant Concepts for the Quantum Algorithms

2.2.1 Variational Quantum Theorem

Given a Hamiltonian H, we begin with a trial quantum state ‘6>, which is an attempt
to imitate the true ground state |0) of the Hamiltonian. We define the value E in the

following manner: E := <0<Lﬂ§ ) and the true ground state energy (or eigen-value) to be

Ey (ie., (0] H|0)).The variational theorem states that[29]:

E > Ey (15)

Hence, by trying out various types of trial states ‘U> or parameterizing accordingly,
we can obtain the upper bound to Ej.

2.2.2 Quantum Phase Kickback

As we have encountered two-qubit gates previously in Sec.2.1.1 which perform a controlled
operation, we had a clear distinction that the state of the control qubit will affect the
target qubit’s state and never otherwise. But for certain states of the target qubit(where
the target qubit is a eigenstate of the unitary operator with an eigenvalue other than 1),
the local phase of the control qubit is affected based on the state of the target qubit.
This phenomenon is the so-called quantum phase-kickback[32].

In a general sense, consider a bi-partite product state of the form |¢) ® [¢), where
|p) == c1|0) + 2 |1). We define a unitary U, which satisfies the property U [1) = e |¢))
(U is an eigen-operator of the eigen-state |¢) with an eigen-value ).

The action of the gate C-U (with control on the first qubit and target being the second
qubit) on the bi-partite state |¢) @ [¢) will lead to a state of the form |¢') ® |¢), where
|6') = c1]0) + c2e™ [1).

As an example, consider the quantum state |¢) = |ctr) ® [tgt) = |1) ® (%), where
we designate the former as the control qubit and the latter as target qubit. Upon action of
a controlled NOT Operation (Cx), the state will be transformed in the following manner:

I TR S S
Cxlo) =y 2L - |1>®(—ﬁ ) (16)

The whole quantum state acquired a global phase of -1, in this case. Considering

another case (Figure 2), where the target qubit is in the state |—) = 921D " then the

V2
following phenomenon is observed.
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01) + |10 11
Gl o1-) = oy (LZI0E10 - 1)
1
2

= = (|00) —[01) + [11) —|10)) (17)

As is known, the state |—) is an eigen-state of the Pauli gate X, with eigenvalue -1,
and that is exactly the local phase acquired by the control qubit. Had the target state
been |+), then the local phase acquired by the control state would have been +1, or in
other words, the state would have remained unchanged.

—
% : —{H] A
q - H—b— A
|
meas : = ; .

Figure 2: Example Quantum Circuit for Phase Kickback Demonstration

2.2.3 Transverse Ising model - connection to the QUBO problem

The transverse Ising model is a cornerstone in quantum mechanics and quantum com-
puting, used to study spin systems and optimization problems. Its Hamiltonian is given
by:

:—JZO' hZUf, (18)

(3,9)

where:
e 07 and o7 are the Pauli matrices acting on the i-th spin.

e J is the coupling constant, representing the interaction strength between nearest
neighbors (i, j).

e } is the transverse field strength, inducing quantum fluctuations.

The transverse Ising Hamiltonian can be connected to the Quadratic Unconstrained
Binary Optimization (QUBO) problem through its classical counterpart. By considering
the limit where the transverse field h — 0, the Hamiltonian reduces to:

Classmal —J Z SiSj, (19)

where s; € {—1, 1} are classical spin variables. Mappmg these spin variables to binary
variables x; € {0, 1} via the transformation s; = 2z;—1, the Hamiltonian can be expressed
as a QUBO problem:
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Hqupo = ZQUL‘%’, (20)
2%
where the coefficients @);; encode the problem constraints and objective function.
The transverse Ising model serves as a quantum framework for solving optimization

problems, where the Hamiltonian’s ground state corresponds to the optimal solution of
the QUBO problem [33, 14].

2.2.4 Quantum Fourier Transform Subroutine

The Quantum Fourier Transform (QFT)[34] is the quantum analogue of the classical
Discrete Fourier Transform (DFT). Similar to the DFT, which maps a discrete set of
time-domain samples f(¢) to their representation in the frequency domain F(w), the
QFT transforms quantum states from the computational basis to the Fourier basis. The
action of the QFT on a computational basis state |¢;) is defined as

Ugrr ;) = Z k) € {0, 1}, (21)
The corresponding inverse transform is given by
1 & o
Uber [on) = —= D e [4y). (22)
QFT J
VN =

A more intuitive product representation|1] of the QFT can be expressed as

j y 9 1 7 : i . .
Ugrr |J1) ® |j2) - - @ |jin) = 73 (|0> + 2mi(0-jn) |1>) ® (|O> + 2 (o.gn_ljn))
® (’0> + 62”i(0-j1j2-~jn)) ’

(23)

which reveals how information encoded in the computational basis is distributed across
the local phases of individual qubits. This phase-encoding property forms the foundation
of several key quantum algorithms. In particular, the QPE algorithm (see Sec. 4.3.5)
exploits the inverse QFT to extract eigenphase information from a unitary operator with
exponential precision.

2.3 Key Developments and Breakthroughs

The first significant quantum algorithm was the Deutsch-Josza algorithm, introduced by
David Deutsch and Richard Jozsa in 1992 [10]. This algorithm was among the first to
demonstrate quantum advantage, solving a specific promise problem exponentially faster
than any classical counterpart. It laid the foundation for later developments in quantum
query complexity.

In 1995, Alexei Kitaev developed the notion of Quantum Phase Estimation(QPE)[35]
by using a single ancilla qubit (Iterative QPE), which later was used in conjunction with
the inverse of Quantum Fourier Transform(QFT) to create QPE, which later became a
fundamental subroutine in many quantum applications, including Shor’s Algorithm[36].

In 1996, Lov Grover proposed Grover’s algorithm [4], which provides a quadratic
speedup for unstructured search problems. Around the same time, Peter Shor introduced
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his famous factorization algorithm [3], which demonstrated an exponential advantage over
classical integer factorization methods, challenging the security of RSA cryptography.

The late 1990s saw the emergence of Simon’s algorithm (1997) [11], which further
reinforced the separation between quantum and classical computation. Around 2000,
Edward Farhi introduced Quantum Annealing [6], a powerful approach for solving
combinatorial optimization problems that inspired the development of quantum adiabatic
algorithms.

The early 2000s brought further advancements in amplitude-based techniques. In
2002, Gilles Brassard and Peter Hgyer developed Amplitude Amplification (which
is a generalization of Grover’s Search Algorithm) and Amplitude Estimation [37]. The
Hadamard Test, introduced in 2006 by Aharonov, Jones, and Landau [38], became an
essential primitive for estimating the expectation values of quantum states.

The Harrow-Hassidim-Lloyd (HHL) algorithm, developed in 2008 [39], marked
a significant breakthrough in solving quantum linear systems, providing exponential
speedup for certain matrix inversion problems. With HHL, the concept of classical data
encoding into quantum computers began an even more active field of research. Algo-
rithms like Quantum Signal Processing [40] and (Block Encoding [41], a sub-routine to
encode classical data into quantum computers) were built to solve similar problems.

The following decade saw the introduction of Boson Sampling (2010) by Aaronson
and Arkhipov [42], an algorithm that demonstrated “quantum supremacy” in photonic
quantum computing.

QAOA introduced by Farhi et al., in 2014 [14], and VQE by Peruzzo, Aspuru-
Guzik et al., in 2014 [13], became two of the most influential heuristic quantum algo-
rithms for combinatorial optimization and quantum chemistry simulations respectively.

The latter half of the 2010s saw the introduction of Quantum Singular Value Trans-
formation (QSVT) in 2019 by Gilyén and Wiebe [43], which further advanced quantum
linear algebra techniques. More recently, in 2023, Bayesian Quantum Phase Estimation
(Bayesian QPE) [44] was introduced by Joseph Smith et al., improving upon tradi-
tional QPE methods by leveraging Bayesian inference.

Other notable algorithms which left an indelible mark on the field are Linear Com-
bination of Unitaries (2012, Childs et al.,) [45], which would allow the operation of a
non-unitary gate on a quantum system which can be written as a sum of unitaries.

These advancements are diagrammatically represented in Figure 3. They highlight
the rapid evolution of quantum algorithms and their increasing applicability in diverse
domains such as cryptography, optimization, and simulation. With continued progress in
quantum hardware, these algorithms are expected to play an even greater role in solving
complex computational problems.

3 Categories of Quantum Algorithms

The broad landscape of quantum algorithms can be categorized into several key classes
based on their application domains. Search Algorithms include well-known examples
like Grover’s algorithm and Quantum Walks, which provide exponential and quadratic
speedups for integer factorization and unstructured search, respectively. Quantum Sim-
ulation focuses on simulating quantum systems, such as molecules and materials, with
algorithms like VQE and QPE. Shor’s algorithm is described in the Factorization Al-
gorithms section. Quantum Optimization leverages algorithms like QAOA to tackle
combinatorial optimization problems. Quantum Cryptography employs protocols


https://scholar.google.com/citations?user=DamXbWAAAAAJ&hl=en

3 CATEGORIES OF QUANTUM ALGORITHMS

Quantum Algorithms Timeline

1992
Deutsh-Josza

1994 1994
Shor's QFT
1995
QPE
1996 1996
Swap Test Grover's
1997
Simon's
2000
Quantum Annealing
2002 2002
Amp. Estimation Amp. Amplification
2006
Hadamard Test
2008
HHL
2010 )
Boson Sampling
2014 2014
VQE QAOA
2017
GBS
2019 2019
QSP QITE
2020
QSvVT
2023

Bayesian QPE

Figure 3: Quantum Algorithms Timeline
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such as BB84 and B92 to ensure secure communication using principles of quantum
mechanics. QML Algorithms aim to enhance classical machine learning with quan-
tum resources, including algorithms like quantum support vector machines and quantum
principal component analysis. Lastly, Quantum Inspired Algorithms and Classi-
cal Simulation of Quantum Systems utilize quantum principles to develop efficient
classical algorithms and simulate quantum phenomena on classical hardware.

As of today, over 130 quantum algorithms have been systematically classified into
distinct categories based on their objectives and methodologies in the paper [46]. Table
1 summarizes these classifications, by showing some popular quantum algorithms under
each category of broader application.

Table 1: Some Famous Quantum Algorithms categorized based on Application

Category Examples

Search Grover’s[4], Hidden subgroup problems[11]
Arithmetic HHL [39],QSVT|[43]

Optimization QAOA[14], Quantum Annealing[6]

Machine Learning | Quantum Neural Networks[47], Quantum SVMs[22]
Simulation VQEI[13], PQE [20]

Factorization Shor’s[12]

Cryptography QKD[16][18]

Quantum algorithms have transcended theoretical confines to influence diverse do-
mains. Quantum simulations provide insights into molecular structures and chemical
reactions, aiding drug discovery [48]. Optimization algorithms like QAOA are revolu-
tionizing logistical and financial operations, while quantum cryptography ensures secure
communication in the face of advancing quantum threats.

The impact of quantum algorithms extends further into artificial intelligence, en-
ergy optimization, and weather forecasting. This widespread applicability underscores
the transformative potential of quantum computing in addressing real-world challenges.
Based on applications(Figure 4), the quantum algorithms can be broadly classified into
the following sections:

3.1 Quantum Search

Quantum search algorithms are designed to enhance the efficiency of search processes in
unstructured data sets. Grover’s algorithm [4] is the most notable example, achieving
a quadratic speedup over classical algorithms by reducing the search complexity from
O(N) to O(v/N). Amplitude amplification [37] extends Grover’s technique and is em-
ployed in a variety of applications, including optimization and decision-making tasks.
These algorithms underscore the potential of quantum computing in handling large-scale
database searches and have been extensively studied for their applicability in fields such
as bio-informatics and cryptography.

3.2 Optimization

Optimization algorithms such as QAOA [14] and the VQE [13] leverage quantum-classical
hybrid approaches to solve combinatorial and continuous optimization problems. QAOA,
inspired by adiabatic quantum computing, is particularly effective in solving graph theory
problems, while VQE has found applications in quantum chemistry and material science.
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These algorithms represent a significant stride in addressing real-world optimization chal-
lenges, including supply chain logistics and energy minimization.

3.3 Simulation

Quantum simulation algorithms are tailored to model complex quantum systems that
are computationally intractable for classical computers. Quantum chemistry simulations
[49][50][13][51][20] leverage the intrinsic properties of quantum systems to study molecu-
lar structures and reactions, aiding drug discovery and material design. Quantum Monte
Carlo methods [52] combine classical stochastic techniques with quantum enhancements
to explore physical systems with high precision. These algorithms are critical for advanc-
ing scientific research in chemistry, physics, and biology.

3.4 Factorization

Quantum factorization algorithms aim to efficiently decompose large composite integers
into their prime factors, a problem that threatens the security of widely used classical
cryptographic algorithms such as Rivest-Shamir-Adleman (RSA). Shor’s algorithm [36]
achieves this by employing quantum phase estimation and the inverse of QFT to deter-
mine the period of modular exponentiation functions, enabling factorization in polynomial
time, leading to an exponential speed-up in comparison to existing classical algorithms.

3.5 Quantum Arithmetic

Quantum arithmetic-based algorithms enable efficient solutions to linear algebra and
optimization problems, crucial for applications in quantum recommendation systems [53]
and finance. The HHL algorithm [39] and its extensions [54, 55] accelerate solving linear
systems, while QSVT [43] enhances matrix manipulations. Techniques like the Hadamard
Test [38] aid quantum state verification, and QAE [37] improves probabilistic inference
for financial modeling. Advances in Quantum Matrix Multiplication [56] and variance
estimation [57] further extend computational capabilities, demonstrating the growing
impact of quantum computing in data processing and machine learning.

3.6 Machine Learning

QML algorithms aim to enhance classical machine learning techniques by exploiting quan-
tum parallelism. Quantum neural networks [15] and quantum support vector machines
(QSVMs) [22] are notable examples, offering potential speedups in pattern recognition
and data classification tasks. Quantum principal component analysis (QPCA) [21] further
exemplifies the application of quantum algorithms in data compression and feature ex-
traction. These algorithms are poised to revolutionize fields such as artificial intelligence,
financial modeling, and image processing.

3.7 Cryptography

Quantum cryptography leverages quantum mechanics to enhance security in communica-
tion systems. Quantum Key Distribution (QKD) [23][18][58][17], based on the principles
of superposition and no-cloning, ensures secure key exchange even in the presence of
eavesdroppers. Lattice-based cryptography [59] [60], resistant to quantum attacks, repre-
sents a post-quantum cryptographic approach that addresses vulnerabilities exposed by
algorithms like Shor’s. These advancements in cryptography are pivotal in safeguarding
information in the quantum era.
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4 Analysis of key Quantum Algorithms
4.1 Search Algorithms

To our best knowledge, the current generalized workflow of Search Algorithms
which have been implemented on gate-based (digital) quantum computers is the
following:

1. Start with an initial state which is either:

e Maximum superposition of all states.

e Problem-specific initial state

2. Construct an operator pair. The Operator Pair are in an abstract sense two
operators (or) oracles which perform the following operations:

(a) Mixer Operator - An operator which takes a state which is in computational
basis to a different basis with more superposition in the new basis states, like
transforming the state into Hadamard state from computational basis state.

(b) Driver Operator - An operator which drives the state to move towards the
solution state. The initial problem is usually encoded here as a Hamiltonian,
which is exponentiated to create this unitary gate.

For certain algorithms, the above repeated set of operator pairs is parameterized,

e.g., QAOA.

3. Determine the number of repetitions required to arrive at the result state, and
apply the operator pair for that many repetitions. Eg. In Grover’s Algorithm,
given there are N quantum states in which M are winner states and M << N,
the operator pair must be iteratively acted on the system for roughly ‘I’ iterations,

where [ ~ 74/ % For certain QAOA algorithms, the number of iterations is fixed

to a heuristic number. One can move to step 5 from here if the operator pairs are
not parameterized.

4. (Only for parameterized ansatze or Operator pairs) The parameterized operator
pairs in QAOA are classically optimized to move towards the solution state asymp-
totically, by measuring the quantum circuit to obtain the cost function value. Once
the pre-defined convergence limit is reached the classical optimization process is
taken to be completed.

5. Measurement of the Quantum System: The quantum circuit is finally measured to
obtain a set of computational basis-vectors with different probabilities. The basis
vector with the highest probability is taken to be the solution state. This step
is final in the case of non-parameterized algorithms, otherwise, step 4 (classical
optimization) and step 5(quantum measurement) are performed iteratively until
convergence.

The above generalized workflow (Figure 5) is applicable to the following quantum
algorithms and provided with them are the associated operator pairs:
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Figure 5: Generalized Workflow for Current Quantum Search Algorithms working on
gate-based quantum computers

Table 2: Operator(Oracle) Pairs in Grover’s Algorithm, Quantum Walk Algorithm, and
QAOA

Algorithm Mixer Operator | Driver Operator
Grover’s Algorithm [4] Diffusion Operator | Inversion Oracle
Quantum Walk Algorithm [61] Coin Operator Shift Operator
QAOA [14] Mixer Hamiltonian | Cost Hamiltonian

Aside from QAOA (which can be considered to be the NISQ version of search al-
gorithm, owing to its hybrid quantum-classical nature), the other search algorithms do
not require parameter optimization. The interplay between Grover’s Search ALgorithm,
quantum walks (and QAOA) highlights the broader theme of quantum information pro-
cessing: leveraging interference and amplitude amplification to achieve computational

speedups beyond classical limits. A comparison of the operator(oracle) pairs is provided
in Table 2

4.1.1 Quantum Walks

Introduction to Quantum Walks (History and Origin)

Quantum walks, introduced as the quantum counterpart of classical random walks,
have their roots in the foundational principles of quantum mechanics and computational
theory. The idea of quantum walks was formalized in 1993 by Aharonov et al. [62],
although earlier conceptual links can be traced to Feynman’s pioneering work on quantum
simulations [8]. Quantum walks differ fundamentally from classical random walks by
leveraging the principles of superposition and interference. These characteristics allow
quantum walks to exhibit faster mixing times, enhanced spreading rates, and greater
algorithmic power.

The initial exploration of quantum walks was motivated by their potential to surpass
classical algorithms in specific computational problems. Over the years, quantum walks
have evolved into an indispensable tool for constructing quantum algorithms and for
modeling physical phenomena in various domains, including quantum computing and
quantum biology. T'wo primary models of quantum walks, discrete-time and continuous-
time, have been extensively studied, each offering unique insights and applications.

The theory of quantum walks encompasses two main frameworks: discrete-time and
continuous-time models. The evolution of the system is governed by unitary operations
that act on the coin and walker states in discrete-time quantum walks. The state of the
system at time ¢t + 1 is given by:

[(t+1)) = Ulu(2)), (1)
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where U = S’(C’ ® ) is the evolution operator. Here, (' is the coin operator, which
determines the superposition of the coin state, and S is the shift operator that moves
the walker based on the coin state. The Hadamard coin operator, commonly used, is
represented as:

- 1 /1 1
=%5h A 2
For continuous-time quantum walks, the system evolves under the time-dependent
Schrodinger equation:

LO[p) -
ih——o" = HIY(1)), (3)

where H is the Hamiltonian that encodes the structure of the underlying graph or
lattice. The continuous-time framework eliminates the need for a coin operator, as the
evolution is determined solely by the Hamiltonian.

These mathematical foundations highlight the differences between quantum walks and
classical random walks, showcasing the advantages of quantum interference and coherence
in algorithmic and physical contexts.

The implementation of a discrete quantum walk involves a sequence of well-defined
steps. First, the system is initialized with a walker and a coin in their respective Hilbert
spaces:

|1)(0)) = |position) & |coin). (4)

Next, the coin operator is applied to create a superposition of states. The Hadamard
operator, for instance, acts on the coin state to produce:

Ele) = %um ) (5)

The shift operator then moves the walker based on the coin state:
A 1 ifc=0
Sl = [ om0 )
lt —1,¢) ifc=1.

The combined evolution operator Uis applied iteratively, producing interference pat-
terns in the probability distribution of the walker. After a sufficient number of steps,
measurements are performed to extract the final state of the system.

4.1.2 Grover’s Algorithm

Grover’s algorithm, introduced by Lov Grover in 1996, is one of the foundational quan-
tum algorithms that demonstrates a significant speedup over classical counterparts for
unstructured search problems [4]. The algorithm provides a quadratic speedup compared
to classical search methods, reducing the number of queries from O(N) to O(v/N) for an
unsorted database of size N, where N = 2". This advantage makes it particularly relevant
in cryptographic applications, where brute-force attacks can be significantly accelerated
[63]. Unlike Shor’s algorithm, which efficiently factors large numbers using quantum
Fourier transforms, Grover’s algorithm applies to a broader class of problems, particu-
larly those expressible as an oracle-based search. Over the years, it has been extended and
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generalized in various ways, including applications in optimization and database search
[37].

The algorithm operates by iteratively amplifying the probability amplitude of the tar-
get solution using two key operations: the Inversion Oracle and the Grover diffusion
operator. The inversion oracle is a quantum subroutine that marks the correct solution
by applying a phase shift of —1, represented as U such that U; |z) = (—1)f® |z), where
f(x) = 0, if x is not marked, otherwise f(x)=1. The diffusion operator is a reflection about
the mean, implemented as:

2m—1

D = HZ'(20) (0] = DH" = 2§u)(u] = LI) = <= 3 IR (7)

where [¢) is the superposition state with uniform probability amplitudes, and H is the
Hadamard gate. The combined effect of the oracle and diffusion operations gradually
increases the amplitude of the marked state while suppressing others. After approxi-
mately O(\/N ) iterations, the probability of measuring the correct state is maximized,
yielding the desired result with high probability [1]. A recent work[64] by Shukla et al.,
has extended the Grover’s algorithm for arbitrary search space size.

A deeper perspective on Grover’s algorithm emerges when viewed through the lens
of quantum walks. Quantum walks, both discrete and continuous, serve as the quantum
analogs of classical random walks and form the basis for various quantum search algo-
rithms. Grover’s search can be interpreted as a repetitive two-step quantum walk on a
complete graph, where the oracle acts as a selective phase inversion, and the diffusion
operator corresponds to a global mixing step [65]. This connection has led to further gen-
eralizations, such as spatial search on graphs and quantum walk-based search algorithms
that outperform Grover’s in specific cases [66].

4.2 Quantum Optimization Algorithms
4.2.1 Quantum Approximate Optimization Algorithm

The Quantum Approximate Optimization Algorithm is a variational hybrid quantum-
classical algorithm designed to solve combinatorial optimization problems. It operates
by encoding the problem into a cost Hamiltonian, He, and driving the system through a
series of parameterized quantum gates that optimize the solution space.

The algorithm starts by initializing a quantum state, typically the equal superposi-
tion state H—>®”. The state evolves through alternating applications of two unitary op-
erators derived from the problem’s cost and mixer Hamiltonians. The cost Hamiltonian
is constructed to encode the problem’s objective function, while the mixer Hamiltonian
facilitates exploration of the solution space. For a given depth p, the QAOA evolution is
given by: ) ) ) )

U(’)/, 5) — e~ WBpHm—twpHe | || o—iF1HM —imHc (8)

Here, v = (7,72,...,7) and 8 = (b1, Be,...,[,) are parameters that define the
unitary evolution. These parameters are optimized using a classical optimizer to maximize
the objective function:

F(v,8) = (7, 8)] He [ (7, 8)) - (9)

The variational nature of QAOA allows it to leverage the hybrid quantum-classical
paradigm effectively. The quantum circuit generates candidate solutions, and the classi-
cal optimizer iteratively adjusts the parameters v and [ to improve the cost function. As
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p increases, the QAOA is expected to provide better approximations to the optimal solu-
tion. The QAOA is particularly well-suited for problems representable in the Quadratic
Unconstrained Binary Optimization (QUBO) form, including MaxCut, graph coloring,
and other NP-hard problems.

The choice of the cost and mixer Hamiltonians is crucial. The cost Hamiltonian, I:IC7
encodes the problem, typically represented as:

ﬁC’ - Z hio-zi + Z Jijo-zio-zj-v (10)

i<j

where o0, are Pauli-Z operators, h; represents local biases, and J;; are interaction coeffi-
cients. The mixer Hamiltonian, H,,, is often chosen as:

IA{M:ZO}E“ (11)

where o,, are Pauli-X operators. This mixer facilitates transitions between basis states,
ensuring a thorough exploration of the solution space.
The generalized workflow of QAOA [67], also illustrated in Figure 6, is the following:

1. Initialization: Start with a problem encoded in a cost Hamiltonian H¢, which
represents the objective function to be optimized, and a Hamiltonian mix Hj;,
which facilitates the exploration of the solution space.

(a) Initialize the quantum state [t)o) = |4+)®", which is an equal superposition of
all the basis states.

(b) Choose a circuit depth p, and initialize the variational parameters
7 = (717727 o pr) and ﬂ - (517ﬂ27 s 7Bp)‘

2. Parametrized Quantum Evolution:

(a) Apply the Hamiltonian unitary cost e~wHe for the current iteration k, fol-

lowed by the Hamiltonian unitary mixer e~ iBkH , where £ =1,2,...,p. This
alternation produces the parameterized state:

(7, B)) = e~ iBpln p—ipHe || o=if1Hy ,~im Hc ) . (12)

(b) At the end of the evolution, the state |¢(, #)) represents the current approx-
imation of the solution to the optimization problem.

3. Loss Function Evaluation:

(a) Measure the state [1)(7, 3)) on the computational basis to estimate the expec-
tation value of the cost Hamiltonian:

F(v,8) = @, 8)| He [¥(v, B)) . (13)

This procedure consists of measuring the expectation values of each Pauli
string in He and combining them according to their corresponding coefficients.

4. Classical Optimization:
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Figure 6: Simplified Workflow of QAOA Algorithm

.

(a) Pass F(v, 8) to a classical optimization algorithm (e.g., Nelder-Mead, gradient-
based methods) to update the parameters v and (3 for the next iteration.

(b) Use the updated parameters to prepare a new parameterized state (7, 5'))
and repeat the quantum-classical loop until convergence or a predefined stop-
ping criterion is met.

5. Result: After convergence, the state [¢)(7*, 5*)) and the corresponding bitstring
with the lowest energy represent the approximate solution to the optimization prob-
lem.

QAOA performance depends on various factors, including depth p, the quality of the
classical optimizer, and the fidelity of the quantum hardware. While it is computationally
expensive to simulate QAOA for large systems on classical computers, the algorithm’s
scalability on quantum devices offers a path toward solving challenging optimization
problems more efficiently than classical methods.

Variants of QAOA: Many QAOA variants have been developed to address the
limitations of the original algorithm, improving its efficiency, adaptability, and robustness.
Table 3 summarizes the prominent variants and their enhancements.

Each variant addresses specific challenges. For instance, Digitized Counterdiabatic(DC)-
QAOA reduces circuit depth through counterdiabatic driving [69], while Multi Angle(MA)-
QAOA improves approximation ratios for graph-based problems [68]. Warm-started
QAOA variants, such as WS-QAOA [71], leverage classical relaxation techniques for bet-
ter initialization, retaining guarantees like the Goemans-Williamson bound [73].

4.2.2 Quantum Annealing

Quantum annealing (QA) is a heuristic optimization algorithm grounded in the adiabatic
theorem of quantum mechanics. The theorem states that a quantum system prepared
in the ground state of an initial Hamiltonian, H;, will remain in the ground state if
the system evolves slowly enough to a final Hamiltonian, H;, provided the evolution
respects certain adiabatic conditions [74]. The time-dependent Hamiltonian of the system
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Table 3: Prominent QAOA Variants and Applications
Variant Key Features Applications
MA- Introduces unique parameters for | MaxCut problems, improved
QAOA [68] each element in cost and mixer | approximation ratios.
Hamiltonians, reducing circuit
depth.
DC- Incorporates counterdiabatic driv- | Ising models, classical opti-
QAOA [69] ing to speed up convergence. mization problems.
ADAPT- Iteratively selects mixers based on | Customizable ansatz for spe-
QAOA [70] gradient optimization. cific problems.
WS- Warm-starts parameters using solu- | Retains GW bound for Max-
QAOA [71] tions from relaxed problems. Cut problems.
GM- Uses Grover-like selective mixers for | k-Vertex-Cover, Traveling
QAOA [72] constrained problems. Salesperson Problem.
is represented as:
H(t) = A(t)H: + B(t)Hy, (14)

where ¢ € [0,7,] is the time, A(t) and B(t) are monotonic functions such that A(0) =
1,B(0) =0 and A(7,) = 0, B(T,) = 1. The goal of QA is to find the ground state of Hy,
which encodes the optimal solution to a given problem.

The initial Hamiltonian, H,;, is typically a transverse-field Hamiltonian:

Hi=D ol
i
where o7 are the Pauli-X operators acting on qubits. The final Hamiltonian is represented

in the Ising model form:
Hy = Z hio; + Z Jijoios,

1<j

(15)

(16)

where h; and J;; are problem-specific parameters, and o7 are the Pauli-Z operators.

QA leverages quantum tunneling and entanglement to escape local minima by tun-
neling through high-energy barriers, which is particularly useful for combinatorial op-
timization problems. The evolution process involves gradual suppression of quantum
fluctuations introduced by H,;, thereby allowing the system to settle into the ground
state of Hy [75].

4.2.3 Boson Sampling and Gaussian Boson Sampling

Sampling is a quantum computational model that leverages the interference of indistin-
guishable photons in a linear optical network to perform computations that are believed
to be classically intractable. The output probability distribution in Boson Sampling is
determined by the permanent of a submatrix derived from the network’s unitary trans-
formation. Since computing the permanent is #P-hard, Boson Sampling serves as a com-
pelling demonstration of quantum computational advantage, particularly in the context
of quantum supremacy. This model is particularly effective for proving the hardness of
certain quantum problems, as it directly relates to the complexity of simulating quantum
systems with classical computers [42].
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Gaussian Boson Sampling (GBS) [76] extends the Boson Sampling framework by uti-
lizing Gaussian states, such as squeezed vacuum states, which are more experimentally
accessible. In GBS, the output probability distribution involves the Hafnian of
a matrix derived from the covariance matrix of the Gaussian state. The Hafnian, like
the permanent, is computationally hard, ensuring that GBS also demonstrates quantum
computational advantage. However, GBS offers broader applicability due to the Haf-
nian’s connection to general graph structures. Specifically, the Hafnian can be used to
count perfect matchings in general graphs, which is relevant for a wide range of prob-
lems in quantum chemistry, such as simulating molecular vibronic spectra [77], and in
combinatorial optimization, such as finding dense subgraphs [78]. Moreover, through
specific matrix constructions, the Hafnian can also address problems typically solved us-
ing the permanent for bipartite graphs, thus encompassing a wider array of applications
compared to standard Boson Sampling.

In traditional BS, the system is initialized with single-photon Fock states injected
into an m-mode interferometer, and the sampling problem involves computing output
distributions governed by the permanent of a submatrix of the unitary transformation
U representing the network. The probability of detecting a photon configuration S =
(S1,...,8m) is given by:

B |Per(Usg)|?

[TZ st
where Per(Ug) is the matrix permanent of the submatrix Ug obtained by choosing rows
and columns based on the input and output photon configurations [42, 79].

Gaussian Boson Sampling extends the BS framework by using Gaussian states, specif-
ically squeezed vacuum states—as inputs instead of single-photon Fock states. This mod-
ification offers a more feasible experimental realization due to the relative ease of gener-
ating squeezed light. While the underlying optical network remains linear and unitary,
the statistics of the output configurations are now determined by the Hafnian rather than
the permanent. For a given photon-number pattern k = (ky, ks, .. ., kpr) from a Gaussian
state with covariance matrix o, the probability P(k) is:

P(S)

B Haf(O)
V det o kllkg' cee ]CM'

where O is a matrix constructed from o encoding pairwise correlations between modes
80, 76].

The core computational difference between BS and GBS lies in the complexity of
their respective matrix functions. The permanent used in BS is known to be #P-hard to
compute, even approximately, a complexity that underpins the classical intractability of
simulating BS [42]. Similarly, the Hafnian function in GBS is computationally intensive,
scaling exponentially with the size of the system, and encodes the pairing correlations
unique to bosonic Gaussian states. The Hafnian of a symmetric 2n x 2n matrix A is
defined as:

P(k) (17)

Hat(A) = > [ Auei-vuen (18)

WEPMP j=1

where PMP denotes the set of perfect matching permutations [81]. This difference em-

phasizes how GBS generalizes BS while preserving its complexity-theoretic hardness.
Despite their theoretical similarities, BS and GBS diverge significantly in terms of

experimental practicality and detection strategies. BS demands indistinguishable
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single photons and photon-number-resolving detectors, which are technologically chal-
lenging at scale. GBS, in contrast, can employ threshold detectors, with the Torontonian
function replacing the Hafnian for probability calculations:

_ Tor(0)
B Vdeto

providing a simplification while retaining computational hardness [82]. Moreover, both
BS and GBS has demonstrated practical advantages in real-world applications such as
simulating molecular vibronic spectra [77], solving dense subgraph problems [78], and
improving the scalability of quantum photonic experiments [83, 84].

P(k)

(19)

4.3 Quantum Simulation Algorithms

Using a quantum computer to simulate natural systems would always be the most prac-
tical use of such computers, as the one-to-one analogy of the Hilbert Space of the natural
system to the qubits in the quantum system allows linear scaling of the quantum re-
sources required, as opposed to an exponential scaling of classical resources to perform
the simulation to similar levels of accuracy.

1. Initialization of Quantum State : To begin with, the quantum system is initial-
ized in a quantum state which is analogous to the solution of a quantum chemistry
method. Usually the initial state is the solution obtained from Hartree-Fock method
which is a single Slater Determinant or basis state.

2. Circuit Preparation : In this step, the quantum circuit which will drive the initial
state towards the expected state is prepared. In the case of FTQC algorithms like
QPE [35] and Linear Combination of Unitaries [45], the process of encoding the
information of the Hamiltonian into the quantum circuit (acting the unitaries), and
in the case of NISQ-era algorithms like VQE [13] and SQD [19], this process is the
creation of the parameterized ansatze.

3. Basis Transformation and (or) Quantum Measurement: Prior to the quan-
tum measurement, for some algorithms either the final result is stored in a different
basis (Fourier Basis in the case of QPE) or the quantum measurement is to be done
in a different basis (Pauli basis measurement, in the case of algorithms like VQE
and PQE). Hence, the appropriate basis transformation is performed and then the
quantum system is measured.

4. Optional Classical optimization : In the case of variational algorithms, the
parameters of the ansatze are treated as input and the result from the quantum
measurement (expectation value) is treated as the output of a cost function. The
output of this cost function is iteratively minimized by tweaking the parameters of
the ansatze.

To obtain the Pauli Hamiltonian from molecular geometry data suitable for
quantum computers, a series of steps are required. These steps are quintessential for any
simulation algorithm.

Starting with the molecular geometry, defined by the Cartesian coordinates of the
atomic nuclei, a Hartree-Fock calculation is performed to compute molecular orbitals and
the one- and two-electron integrals, h,, and h,qs, which describe electron interactions.
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The molecular Hamiltonian is then expressed in second quantized form using creation
and annihilation operators. This Hamiltonian is mapped to a qubit Hamiltonian via the
Jordan-Wigner transformation [85], converting fermionic operators into Pauli operators.

The resulting Pauli Hamiltonian, a linear combination of Pauli operator tensor prod-
ucts, is optimized on a quantum computer using a variational approach, where a pa-
rameterized quantum state is prepared, and a classical optimizer iteratively updates the
parameters to minimize the energy expectation value, typically to find the ground-state
energy of the molecule.

After applying the Born-Oppenheimer approximation, the molecular Hamiltonian in
second quantized form is written as:

H=> hyala;+ Y hygrat)la,a, (20)
]

p?q?’r7s

where the coefficients h;; and h,,,s are calculated via a Hartree-Fock calculation:

x 1o Za
hpg = /erpO") <_§V - ; 7 — 7ﬁ|> Xq(7)

[ :/d?“1d7‘2Xp(rl)*xq(m)*x’(rl)XS(T2)

11— 72

(21)

To simulate on a quantum computer, the Hamiltonian is mapped to a qubit Hamil-
tonian using transformations like Jordan-Wigner [85]:

i—1 . N—1i
di—>®Zk® <w> ®Il

)

o (22)
A X; —1Y;
i — Qe (5 Q1

k=1 I=i+1 )

The outcome is a qubit Hamiltonian written as a sum of tensor-product Pauli operator
terms, utilizing the Pauli operators o,, 0, 0. and identity Z:

=" @pZihibj s Py € {6,.6,.6..T) (23)

4.3.1 Variational Quantum Eigensolver

The Variational Quantum Eigensolver, proposed by Peruzzo et al. in 2014 [13], was
introduced as a hybrid quantum-classical algorithm tailored to the limitations of NISQ
devices. Unlike algorithms like QPE, which demand fault-tolerant quantum hardware,
VQE efficiently operates on current quantum processors by combining quantum state
preparation with classical optimization.

At its core, VQE relies on the variational theorem(see Sec.2.2.1), ensuring that the
expected energy of any trial state provides an upper bound to the true ground-state
energy. The quantum computer prepares a parametrized quantum state (also called an
ansatz), and the classical optimizer iterates over the parameter values, updating them
each time to reach the energy expectation value.

As outlined in [13], the workflow(Figure 7) consists of the following steps:
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Figure 7: Simple Flowchart for VQE

1. Design a parameterized quantum circuit (ansatz) using unitaries U;(6;) controlled
by parameters {6;} to prepare the trial state:

[w{67}) = U;(67) [0)*"
The loss function (energy expectation) is:
J{O7}) = ({07 D] H [v({07})) (24)
2. Iterate until convergence:

(a) Use the Quantum Expectation Estimation algorithm to compute the
energy by measuring the expectation values of each Pauli string and summing
them using 23:

J({6}}) Zh ({00} @ B [v{0r}) (25)

(b) Classical Minimization: Feed the computed loss to a classical optimizer to
obtain updated parameters {07},

The choice of ansatz is a critical determinant of the performance and scalability of vari-
ational quantum algorithms, as it directly influences factors such as circuit depth, express-
ibility, and the efficiency of Hilbert space exploration. The Hardware-Efficient(HEA)
Ansatz [86] leverages the native gate set of the underlying quantum hardware, enabling
high expressibility and straightforward implementation tailored to specific architectures.
In contrast, problem-inspired constructions such as the Unitary Coupled Cluster Sin-
gles and Doubles (UCCSD) ansatz [87], derived from Coupled Cluster Theory [88],
employ chemically/physically motivated excitation operators to capture electron correla-
tions more systematically. More recent developments, such as the Local Unitary Clus-
ter Jastrow (LUCJ) ansatz [89], seek to integrate hardware efficiency with chemical
intuition, achieving improved accuracy for correlated electronic systems in a hardware-
compatible manner. A comprehensive review of the theoretical and practical aspects of
VQE can be found in [90].
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4.3.2 Projective Quantum Eigensolver

The Projective Quantum Eigensolver (PQE)[20] works by constructing a parameterized
trial wavefunction |¥(8)) through the action of a unitary ansatz U(@) on a reference
state, typically the Hartree-Fock state |¢o). Specifically, [¥(8)) = U(8) |¢o) where the
ansatz is often chosen as the disentangled Unitary Coupled Cluster (dUCC) form:U(6) =
I1,. eFnl0n) with (,(0,) = 7,.(0,) —71(6,)) being an anti-Hermitian cluster operator. PQE
then projects the Schrodinger equation onto a basis of excited determinants to minimize
the residuals:

ru(8) = (0, U (0)HU () |o) (26)

where (r,) is the residual element that quantifies the deviation from the exact eigenstate.
These residuals are minimized iteratively using a coupled-cluster-like quasi-Newton tech-
nique until convergence is achieved.

While both PQE and VQE are hybrid quantum-classical algorithms used for finding
the ground state energy of quantum systems, they differ significantly in their approach.
VQE employs a variational approach by parameterizing a trial wavefunction and minimiz-
ing the energy expectation value, E(8) = (¢o| UT(6)HU (6) |¢) using classical optimizers.
In contrast, PQE utilizes a projective strategy to minimize the residuals associated with
the parameterized ansatz, which can lead to faster convergence due to its coupled-cluster-
like optimization. PQE is generally more robust to noise compared to VQE as it requires
fewer gradient evaluations, which is particularly beneficial on NISQ devices. However,
PQE necessitates the inclusion of higher-rank excitation operators for strongly correlated
systems, leading to increased quantum resource utilization. This makes PQE poten-
tially more resource-intensive than VQE for complex systems. Nonetheless, PQE often
demonstrates superior noise resilience and faster convergence compared to VQE under
equivalent parameterizations.

4.3.3 Quantum Imaginary Time Evolution

Quantum Imaginary Time Evolution (QITE) [91] is a powerful technique for simulating
quantum systems and finding ground states of Hamiltonians. Unlike real-time evolution,
which follows the unitary dynamics dictated by the Schrodinger equation, imaginary time
evolution transforms a quantum state towards its ground state by evolving according
to a non-unitary process. This approach is particularly useful in variational quantum
algorithms and near-term quantum computing applications.

The imaginary time evolution of a quantum state is governed by the equation

% [0(7)) = (H = (H(7))) [()) (27)

where 7 represents imaginary time and H is the system Hamiltonian. The formal solution
to this equation [91] is given by

() = A(r)e 7 [ (0); A(r) = ! (25)

V(0)] €27 [4(0))

This evolution suppresses the excited-state components of the initial state, leading to
convergence towards the ground state as 7 — oo.
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In practical implementations, QITE is often approximated using a series of short
imaginary time steps A7. A discrete approximation can be expressed as

e "7 (7))
le=#a7 b ()

Since direct application of non-unitary evolution is not feasible on quantum hardware, an
effective unitary transformation is approximated using variational techniques or ancilla-
assisted methods.

QITE plays a crucial role in quantum algorithms such as the Variational Quantum
Imaginary Time Evolution (VQITE) [92] method, where optimization is performed over
the parameterized quantum circuit to approximate the evolution. The evolution is en-
forced by updating circuit parameters iteratively, following an effective classical optimiza-
tion step. A key advantage of QITE over traditional VQE is its ability to avoid barren
plateaus by naturally guiding the state towards the desired eigenstate [50].

(7 + A7) ~ (29)

4.3.4 Sample-based Quantum Diagonalization

Sample-based Quantum Diagonalization (SQD)[19] is a quantum subspace method de-
signed to leverage quantum circuits and classical computation for solving the Schrodinger
equation. The method constructs a subspace spanned by computational basis states sam-

pled from a quantum circuit:
Hs(b) - Ps(b)H.Ps(b), (30)

where the projector ps(b) is:

Py = Y |x)(x|. (31)
xeS(®)

These basis states, sampled according to a distribution derived from the quantum
circuit, represent Slater determinants in the standard Jordan-Wigner mapping. Efficient
computation of matrix elements using the Slater-Condon rules allows for diagonalization
within the subspace.

The wavefunction is updated iteratively using:

(WO ipe (32)

Mx

b:

where n,, is the occupation number distribution.

The algorithmic workflow of SQD proceeds as follows. First, a trial quantum cir-
cuit |®(h;y;)) is prepared. Then, computational basis states {xi,...,x4} are sampled
from the quantum state |®,). The basis states which respect the number and spin
symmetry are retained, and the erroneous states are treated with an error mitigation
technique called Self-Consistent Configuration Recovery.Using the set of states ob-
tained after Configuration Recovery (along with the symmetry-maintaining basis states),
the Hamiltonian is projected onto the subspace spanned by the sample set, yielding the
projected Hamiltonian H ) = P5<b>H Ps(b This projected Hamiltonian is then diago-
nalized to obtain eigenvalues E® and eigenstates W(b)) for each batch b. The algorithm
proceeds iteratively, updating the occupation number distribution and checking for con-
vergence. Finally, the minimum energy across all batches is selected as the SQD estimate:
ESQD = minb E(b)
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The SQD method offers significant improvements over the variational algorithms by
increasing the efficiency in sampling because SQD uses a predefined quantum circuit to
sample basis states, reducing the optimization burden present in VQE. SQD has higher
noise resilience because it focuses only on the subspace defined by sampled states,
hence SQD minimizes the impact of noise compared to full variational optimization. One
other added benefit of SQD is the flexibility in subspace definition because SQD
allows systematic control over the subspace size d, enhancing its adaptability to specific
problems.

4.3.5 Quantum Phase Estimation

Using the framework of Quantum Fourier transform [35](see Sec.2.2.4) as a sub-routine,
one of the first algorithmic sub-routines which was given a proper use case by Shor [12],
for solving prime factorization, QPE still remains a top contender in the field of FTQC
algorithms.

QPE is a cornerstone algorithm in quantum computing, enabling the estimation of
the phase (or eigenvalue) of a unitary operator’s eigenvector with high precision. QPE
underlies multiple quantum algorithms, such as Shor’s algorithm and simulation algo-
rithms.

We consider U, an unitary operator acting on a Hilbert space H, with an eigenvector
|1)) such that

Ul) = e |y), (33)
where ¢ € [0,1) is the phase to be estimated. In our case, the unitary U is constructed
in the following manner, U = e~##* The goal of QPE is to produce an approximation of

¢ with precision determined by the number of ancilla qubits.
The QPE algorithm employs two registers:

e Ancilla register: n qubits initialized to |0)*", used to store the phase estimate.

e System register: Initialized to the eigenstate |¢), on which U acts.

The output is an n-bit approximation of ¢, ideally yielding ¢ such that | — é! <2™m
with high probability.

The QPE circuit consists of three main stages: initialization, controlled unitary ap-
plication, and inverse QFT.

The ancilla register is prepared in the uniform superposition state using Hadamard
gates:

0" = Z k). (31)

where |k) denotes the computational basis state corresponding to integer k£ in binary.
The system register is initialized to 1), so the total state is

2" —1

Wo) = \/_Z k) ) . (35)

For each ancilla qubit j (indexed from 0 to n — 1), apply the controlled unitary U Qj,
where the ancilla qubit |z;) controls whether U? is applied to [¢). Since |¢) is an
eigenstate,

U? |¢) = ™ |y) . (36)
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The controlled operation on state |k) [1)), where k = Z;:& k;27, yields:
n—1 _ L
[T U ) [0) = k) @ ™= 52" |y (37
=0
Thus, the total state becomes:

2" —1

0s) \/Q—n Z e k) [v). (38)

This resembles the quantum Fourier transform (QFT) of a state encoding ¢.

Performing IQFT on the above state, and subsequent measurement will yield the
phase of the unitary (or in other words the eigen-value of the Hamiltonian) in binary
base.

4.3.6 Trotterization

Trotterization is a fundamental technique used for approximating the time evolution
operator of a quantum system governed by a Hamiltonian. Given a Hamiltonian H that
is decomposed into a sum of non-commuting terms,H = > ; Hj, its time evolution is
given by the unitary operator:U(t) = e~ *I*. It has been used as a sub-routine in QPE
for approximation of the time-evolution operator.

Since the individual terms H; do not necessarily commute (in the event that the indi-
vidual terms do commute, one uses the product formula to directly act the product of the
unitaries on the quantum system), direct exponentiation is computationally challenging.
The Trotter-Suzuki formula approximates the evolution by breaking it into small time

steps:
U t) ~ (H 6—1‘Hjt/n> (39)
J

where n is the number of Trotter steps. As n — oo, the approximation becomes exact
[93].

Trotterization is widely used in quantum simulation for efficiently simulating molecu-
lar systems and condensed matter physics [94]. It also plays a fundamental role in quan-
tum computation by serving as the basis for variational quantum algorithms and hybrid
quantum-classical methods. Additionally, it contributes to error mitigation by enabling
controlled approximations that help reduce errors in quantum gate implementations [95].

Despite its effectiveness, the Trotter method introduces an approximation error, which
scales with O(t?/n). Higher-order Suzuki expansions can improve accuracy but require
additional quantum gates [93].

4.3.7 Linear Combination of Unitaries

The Linear Combination of Unitaries (LCU) technique is a fundamental quantum algo-
rithmic primitive that enables the efficient realization of non-unitary operators by ex-
pressing them in terms of a collection of unitary matrices[45], and can also be used as
a sub-routine with QPE for efficient implementation of the time-evolution operator.
This method has been widely used in quantum algorithms for Hamiltonian simulation,
quantum linear algebra, and solving differential equations [40].
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The LCU technique expresses a target operation A as a weighted sum of unitary
matrices:
A= Z CL’kU ks (40)
k

where oy are complex coefficients, and U, are unitary matrices. The challenge is to
implement this non-unitary A using quantum operations.

To achieve this, an ancilla qubit system is introduced to encode the coefficients «;, in
a superposition state:

> oe k) @ U [v) (41)
k

where p, = % and A = ), |oy| ensures normalization. By performing a controlled

unitary operation and post-selecting on the correct ancilla measurement outcome, the
operation A is effectively applied [96].

The Linear Combination of Unitaries (LCU) method has found applications in a vari-
ety of quantum algorithms. In Hamiltonian simulation, LCU facilitates efficient time
evolution of quantum states by decomposing a Hamiltonian into a sum of unitaries [97].
It is also employed in quantum linear system solvers such as the HHL algorithm,
enabling exponential speedup over classical approaches for solving linear systems [39].
Furthermore, in the context of quantum signal processing, LCU provides a systematic
framework for designing quantum circuits that implement a broad range of transforma-
tions [40].

As quantum technology advances, the LCU framework is expected to play a critical
role in unlocking new computational advantages.

4.4 Factorization - Shor’s Algorithm

Shor’s algorithm, proposed by Peter Shor in 1994 [36], is one of the most significant break-
throughs in quantum computing. It efficiently factors large integers, a problem that is
intractable for classical computers due to its super-polynomial complexity. The algorithm
demonstrates exponential speedup over the best-known classical factoring algorithms such
as the General Number Field Sieve (GNFS) [98].

At its core, Shor’s algorithm relies on the QFT[35] to find the period of a modular
function. Given an integer N to be factored, the algorithm chooses a random integer
a < N and computes the order r, which is the smallest integer satisfying:

a =1 mod N. (42)

Using quantum parallelism and QFT, the algorithm efficiently determines r, which is
then used to find a nontrivial factor of N. If r is even, one computes:

ged(a™? — 1,N) (43)

which, with high probability, yields a factor of V.

The power of Shor’s algorithm lies in its quantum subroutine, which estimates the
period of a function using QFT. This component is exponentially faster than classical
approaches based on trial division or sieving techniques[36].

The impact of Shor’s algorithm extends beyond number theory. It threatens widely
used cryptographic systems, such as RSA encryption [99], which rely on the difficulty of
integer factorization. The ability of quantum computers to efficiently solve this problem
has driven the search for post-quantum cryptographic schemes [100].
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While Shor’s algorithm is theoretically sound, its practical implementation depends
on large-scale FTQCs. Current quantum devices are not yet capable of factoring large
numbers relevant to cryptographic applications, but ongoing advancements in quantum
hardware bring this closer to reality [101].

4.5 Quantum Arithmetic-based Algorithms

Quantum computing has introduced a revolutionary approach to solving problems in
linear algebra and optimization. At the core of these advancements lie algorithms that
exploit quantum mechanics to achieve exponential or polynomial speedups over classical
methods. Many quantum algorithms rely on amplitude amplification, phase estimation,
and block encoding techniques to efficiently process large-scale linear systems, eigenvalue
problems, and matrix transformations. These techniques are fundamental in quantum
linear algebra and play a crucial role in practical applications such as quantum recom-
mendation systems and machine learning.

One of the most significant breakthroughs in quantum linear algebra is the HHL
Algorithm [39], which provides an exponential speedup for solving linear systems com-
pared to classical methods. The HHL algorithm builds upon the QPE algorithm [35],
a fundamental subroutine used to approximate eigenvalues of a given unitary operator.
Further developments in this field have led to the Quantum Linear System Algo-
rithm (QLSA) [54], which generalizes HHL and improves its efficiency under certain
conditions. Notably, the Adiabatic QLSA [55] and Optimal QLSA [102] have refined
these approaches by leveraging adiabatic evolution and optimal precision estimation.

QSVT [43] provides a unified framework for manipulating matrix functions efficiently.
This technique extends block encoding, which represents matrices within a larger unitary
framework, enabling quantum algorithms to apply functions such as matrix inversion and
exponentiation in a quantum setting. QSV'T serves as a foundational tool for advanced
quantum algorithms in optimization and machine learning. Additionally, techniques like
the Hadamard Test[38] and Hilbert-Schmidt Test [103] facilitate inner product esti-
mation and density matrix comparisons, which are essential for quantum state verification
and QML applications.

Quantum Amplitude Estimation (QAE) [37] and its iterative variant, Iterative
Quantum Amplitude Estimation (IQAE) [104], enhance probabilistic inference in
quantum algorithms. These techniques are fundamental in finance, chemistry, and ma-
chine learning, where accurate estimation of expectation values is crucial. Quantum sub-
routines for variance estimation further extend these capabilities, allowing efficient risk
analysis and uncertainty quantification in quantum simulations. Moreover, as a theoret-
ical concept, Quantum Random Access Memory (QRAM) [105] enables efficient
data retrieval in quantum algorithms, an essential requirement for large-scale quantum
data processing.

Given such efficient methods are available for data encoding and data storage in
the future, sub-routines can be devised to perform more complex tasks like matrix
multiplication[56], variance estimation [57] and image processing[106]. Algorithms
like Quantum Singular Value Decomposer(QSVD) [107] to perform diagonalization
of two qubit bi-partite quantum states have also been proposed as an initial step towards
the use of these quantum algorithms for real-life applications involving larger data.

These advancements collectively contribute to practical applications such as the Quan-
tum Recommendation Systems[53], which utilizes quantum linear algebra techniques
to provide faster and more efficient personalized recommendations.
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Furthermore, Bayesian QPE [44] integrates Bayesian inference with phase estima-
tion to achieve optimal precision in estimating eigenvalues of quantum operators. The
synergy of these quantum techniques continues to drive research and development in
quantum computing, promising novel solutions to complex computational challenges.

4.6 Quantum Machine Learning Algorithms

Based on the broader classifications of machine-learning algorithms, QML algorithms
can also be classified into the following sections. Table 4 discusses some of the popular
QML algorithms, their advantage over their classical counter-parts and their applications
briefly.

4.6.1 Clustering Algorithms

Clustering falls under unsupervised machine learning. It aims to group similar data
points into clusters. In QML, several quantum-enhanced clustering algorithms have been
developed to exploit the unique properties of quantum computing. These methods often
aim to leverage quantum speedups for high-dimensional data clustering or improve clus-
tering quality via quantum-inspired representations. Key quantum approaches include
quantum k-means, quantum hierarchical clustering, and quantum-assisted density-based
clustering [108, 109].

The quantum k-means algorithm[110] is a prominent quantum adaptation of the
classical k-means clustering technique. By utilizing quantum distance calculations and
state preparation, the quantum k-means algorithm can achieve polynomial speedup over
its classical analog for specific cases. Quantum superposition enables the calculation of the
distance between data points and centroids, enabling simultaneous evaluation of multiple
distances. Moreover, QAOA has been employed for clustering problems, particularly in
graph-based clustering, where it optimizes the graph cut to form coherent clusters [111].
These advancements demonstrate that quantum computing could significantly enhance
clustering efficiency for large datasets.

In addition to k-means, hybrid quantum-classical hierarchical clustering [112] lever-
ages quantum principles such as amplitude amplification to optimize the construction of
dendrograms. This approach can reduce the computational overhead associated with eval-
uating pairwise similarities, a bottleneck in classical hierarchical clustering. Meanwhile,
density-based clustering algorithms like DBSCAN][113] benefit from quantum subroutines
for nearest-neighbor searches, speeding up cluster formation for datasets with complex
density structures. In addition to being used as sub-routine for DBSCAN, recently a
quantum Mutual MinPts-nearest neighbor graph (MMNG)-based DBSCAN algorithm
has also been proposed [114].

Quantum clustering algorithms represent an exciting frontier in QML. Although such
methods demand reliable quantum hardware, their capacity for speedups and enhanced
clustering performance positions them as promising directions for future research and
practical deployment. As quantum technologies mature, these algorithms are expected
to address challenges in fields ranging from bioinformatics to social network analysis [115].

4.6.2 Regression Algorithms

Quantum regression algorithms are designed to fit models to data points efficiently,
leveraging quantum speedups in solving linear systems and performing matrix inver-
sions. Among these, quantum linear regression stands out as a cornerstone technique.
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By utilizing the HHL algorithm [39], quantum linear regression computes the regression
coefficients in time logarithmic to the matrix size, under suitable conditions like sparsity
and well-conditioned matrices. Quantum data fitting[116] extends the linear regres-
sion framework to accommodate complex relationships between variables. By solving
optimization problems in the quantum domain, it minimizes the least-squares error be-
tween the predicted and observed data. For example, the coefficients § in data fitting
are derived using 8 = (XTX) X7y where XTX is efficiently inverted using quantum
solvers. This enables rapid convergence and scalability to large datasets [108].

Lastly, Quantum Principal Component Analysis (QPCA)[21] complements re-
gression tasks by reducing dimensionality. QPCA is pivotal for preprocessing data in
regression models, ensuring computational efficiency and retaining the most informative
features.

Table 4: Comparison of QML Algorithms, their effective advantage and applications

Algorithm Quantum Advantage Applications
Quantum k- | Polynomial speedup in dis- | High-dimensional datasets
means|110] tance calculations
QAOA based | Optimization of graph cuts | Community detection in
Clustering[111] graphs
Quantum DB- | Faster nearest-neighbor | Non-linear cluster struc-
SCAN [114] searches tures
Hierarchical Clus- | Efficient similarity evalua- | Data visualization
tering [112] tion
Quantum  Linear | Speedup in solving least- | Predictive  modeling in
Regression [117] squares problems via HHL | physics and finance
algorithm
Quantum Support | Quadratic  speedup  in | Image recognition, spam fil-
Vector  Machines | kernel computation with | tering
(QSVM) [22] quantum-enhanced feature
spaces
Quantum  Neural | Enhanced expressivity and | Function  approximation,
Networks  (QNN) | representation through | generative modeling
[47] quantum circuits

Quantum Principal
Component Analy-
sis (QPCA) [21]

Efficient extraction of prin-
cipal components in high-
dimensional data

Feature reduction, data vi-
sualization

4.6.3 Classification Algorithms

Classification tasks in QML leverage quantum principles to achieve superior performance
in distinguishing between classes. The Quantum Support Vector Machine (QSVM)|[22]
employs quantum kernels to map data into high-dimensional Hilbert spaces, enabling
linear separability of complex datasets.

Another noteworthy method is Quantum Linear Regression [118|, which clus-
ters data points by iteratively minimizing the Euclidean distance between data points
and cluster centroids. Particularly the implementation by Schuld et al., [117] quantum
implementation achieves quadratic speedup in distance calculations.
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4.6.4 Neural Network Algorithms

Quantum neural networks (QQNNs)[47] are hybrid models that integrate quantum circuits
into traditional neural network architectures. By replacing classical layers with parame-
terized quantum circuits (PQCs), QNNs exploit quantum parallelism for enhanced data
processing.[109].

A key advantage of QNNs is their ability to implement quantum gradients, facili-
tating efficient training of deep architectures. Quantum variational algorithms further
enhance QNNs by optimizing hybrid quantum-classical models [119]. These algorithms
minimize the variational loss function using stochastic gradient descent and other classi-
cal optimization techniques. Such architectures are well-suited for applications like image
recognition and generative modeling.

Finally, Quantum Deep Learning (QDL) [120] extends QNNs by incorporating
multiple quantum layers and advanced optimization strategies. By leveraging the expres-
siveness of deep architectures and the computational power of quantum circuits, QDL
offers promising avenues for solving complex machine learning tasks.

4.7 Quantum Key Distribution

The development of Quantum Key Distribution (QKD) began with the BB84 protocol
proposed by Bennett and Brassard in 1984, which utilized polarized photons and quantum
principles like the no-cloning theorem [121] and state collapse upon measurement [23].
E91, introduced by Ekert in 1991 [17], used entangled particles and Bell’s theorem to
detect eavesdropping. This was followed by BBM92 [122], which adapted BB84 into an
entanglement-based framework. The 2000s saw the introduction of Continuous-Variable
QKD protocols like GG02 [123], leveraging Gaussian-modulated coherent states compat-
ible with standard telecom systems.

Further advancements in Continuous-Variable QKD protocols include included Differ-
ential Phase-Shift Keying (DPSK) [58] and Coherent One-Way (COW) [124], which im-
proved robustness and communication rates. In 2012, Measurement-Device-Independent
QKD (MDI-QKD) [125] was introduced to remove detector side-channel vulnerabilities.
The Micius satellite mission in 2016 demonstrated global-scale QKD [126], signaling a
major leap from theoretical protocols to practical, secure quantum communication sys-
tems.

The QKD protocols being invented can be categorized into two major types based on
the variable type (whereas a more general taxonomy is shown in Figure 8 and Table 5):

When the number of distinct basis states that can be used for the transmission is
restricted by the discrete nature of the Hilbert Space, these fall under the category of
Discrete Variable QKD:

e BB84 Protocol [23] The BB84 protocol, introduced by Bennett and Brassard in
1984, is the first and most widely studied QKD protocol. It employs polarized
photons as qubits and uses two complementary bases, typically the rectilinear (hor-
izontal and vertical) and diagonal (45° and 135°) bases. Alice randomly selects
a basis to encode her qubits and Bob randomly selects a basis to measure them.
After transmission, they publicly compare bases and keep only the results where
their bases match. Privacy amplification and error correction are then applied to
establish a secure key. This protocol’s security is based on the no-cloning theorem
and the ability to detect eavesdropping through increased error rates.



ANALYSIS OF KEY QUANTUM ALGORITHMS 35

e E91 Protocol [17] Proposed by Artur Ekert in 1991, the E91 protocol utilizes
entanglement to establish secure keys. Alice and Bob share entangled photon pairs,
and each measures their photons using randomly chosen bases. The correlations
between their measurements, as predicted by quantum mechanics, are used to gener-
ate the key. The E91 protocol also employs Bell’s theorem to detect eavesdropping,
ensuring the security of the key. This protocol highlights the fundamental role of
entanglement in quantum cryptography.

e B92 Protocol [127] The B92 protocol, proposed by Bennett in 1992, is a simpli-
fied QKD scheme. Alice sends randomly polarized photons, and Bob uses randomly
chosen measurement bases (where the bases belong to one each of two Mutually
Unbiased Basis Sets, say 0° and 45° polarized photons). After public communica-
tion, the shared key is established from the photons measured with matching bases.
While simpler than BB84, the B92 protocol is less robust against certain types of
eavesdropping [16].

e BBM92 Protocol [122] The BBM92 protocol, developed by Bennett, Brassard,
and Mermin, adapts the principles of the BB84 protocol to an entanglement-based
framework. Alice and Bob share entangled photon pairs and measure them in
randomly chosen bases. The results are compared to detect eavesdropping and es-
tablish a secure key. This protocol’s entanglement-based nature provides additional
security against potential passive attacks.

e Differential Phase-Shift Keying Protocol(DPSK) [58] The DPSK protocol
uses a train of coherent pulses with encoded phase differences between consecutive
pulses to transmit information. Bob measures the relative phase using an interfer-
ometer. The simplicity of this protocol and its tolerance to photon-number splitting
attacks make it suitable for practical implementations, especially in telecom net-
works.

e Coherent One-Way (COW) Protocol [124] The Coherent One-Way protocol
uses weak coherent pulses to transmit information. Alice sends two pulses per time
slot, where one pulse contains the information bit and the other is a reference. Bob
measures the time of arrival and phase of the pulses to detect eavesdropping. The
simplicity of the COW protocol makes it a practical choice for high-rate QKD, but
it requires careful synchronization and monitoring to maintain security.

e Discrete-Variable Measurement-Device-Independent QKD (MDI-QKD)
[125]: MDI-QKD, proposed by Lo, Curty, and Qi, addresses the vulnerabilities of
measurement devices by making the measurement process independent of trust.
Alice and Bob each prepare quantum states and send them to an untrusted third
party for Bell-state measurement. The third party announces the measurement re-
sults, which Alice and Bob use to generate a secure key. This approach eliminates
all detector side-channel attacks, significantly enhancing security. The paper [18]
proposes a variant of MDI-QKD which employs a Bell test[128] to enhance security
further. By using entanglement and performing Bell-state measurements, the pro-
tocol strengthens its resilience to side-channel attacks and ensures the security of
the key generation process.

e Twin-Field QKD (TF-QKD) [129] The Twin-Field Quantum Key Distribution
(QKD) protocol, developed by Lucamarini et al. in 2018, is a pioneering method
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in quantum cryptography that extends the reach of secure key distribution without
relying on quantum repeaters. In this protocol, two distant parties, Alice and Bob,
generate phase-randomized optical fields and transmit them to a central measuring
station, Charlie. Charlie performs single-photon interference measurements on the
combined fields, using the interference pattern to extract a secure key. This ap-
proach enables the protocol to achieve a secure key rate that scales with the square
root of the channel transmittance, significantly surpassing the rate-distance limit
of traditional QKD protocols. Additionally, the protocol is measurement-device-
independent, ensuring security even if the measurement devices are compromised.

Table 5: A tabular taxonomy of the QKD protocols, as done in Figure 8.

Protocol Variable | Device Entanglement -based
BB84 [23] DV Device Dependent No
E91 [17] DV Device Dependent Yes
B92 [127] DV Device Dependent No
BBM92 [122] DV Device Dependent Yes
DPSK [58] DV Device Dependent No
COW [124] DV Device Dependent No
Coh. State [123] CV Device Dependent No
No-Switching [130] CV Device Dependent No
Discrete-encoding [131] | CV Device Dependent No
Squeezed-state [132] CV Device Dependent No
GGO02 [123] CV Device Dependent No
TF-QKD [129] DV Semi-Device Independent | No
MDI-DV [125] DV Semi-Device Independent | Yes
MDI-CV [133] Ccv Semi-Device Independent | Yes

In the other case, where the number of basis-states ”accessible” for the transmission
is not restricted due to the size of the Hilbert Space(due to the infinite dimension of the
Hilbert Space), these QKD protocols fall under the category of ” Continuous Variable

QKD”:

e Gaussian Modulated Coherent State Protocol [123] The GMCS protocol

demonstrates that coherent states, which are easier to create experimentally in com-
parison to other Gaussian states, are sufficient for secure quantum key distribution
(QKD). In this continuous-variable protocol, Alice encodes two real variables drawn
from a Gaussian distribution onto a coherent state. Bob then randomly measures
either the position or momentum quadrature using homodyne detection. Security is
ensured by the nonorthogonality of coherent states, leveraging the no-cloning the-
orem. After the quantum communication phase, classical postprocessing involves
basis reconciliation and key extraction based on correlated measurement outcomes.

No-Switching Protocol [130] This protocol enhances coherent-state QKD by
allowing both quadratures to contribute to the key, rather than discarding one
after sifting. Proposed by Weedbrook et al., it replaces Bob’s homodyne detection
with heterodyne detection, enabling simultaneous measurement of both position
and momentum quadratures. Although this introduces additional noise due to
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Variable type Entanglement Device

the uncertainty principle, it eliminates the need for random basis switching and
simplifies the experimental setup. As a result, the protocol achieves higher secret-
key rates and is compatible with all known continuous-variable QKD schemes.

Protocol
MDI-DV I
Twin-Field I
Semi-Device Independent B92 I

Entanglement-based

oV BBM92 I
E91 I
BB84 I

DPSK I

cow I

Device Dependent i
Non-Entanglement based MDI-CV I

DV Coh. State I
No-Switching I

Discrete-encoding I

Squeezed-state I

GGO2 I

Figure 8: Taxonomy of quantum key distribution (QKD) protocols categorized by encod-
ing type (discrete-variable vs continuous-variable), entanglement usage (entanglement-

based vs non-entanglement-based), and device-independence.

e GGO02 Protocol [123] The GG02 protocol, named after Grosshans and Grangier,

is a continuous-variable QKD (CV-QKD) protocol that uses Gaussian-modulated
coherent states. Alice encodes information in the quadratures of coherent states
and sends them to Bob through a quantum channel. Bob measures the states
using homodyne [134] or heterodyne detection. This protocol’s compatibility with
standard telecom infrastructure and its potential for higher key rates make it a
practical choice for many applications.

Squeezed-State protocol [132] The first Gaussian-modulated CV-QKD proto-
col using Gaussian states and measurements was proposed by Cerf, Levy, and van
Assche. Alice encodes a random bit v and a real variable a (drawn from a Gaus-
sian distribution) into a squeezed vacuum state, displacing it by a and applying a
random phase ¢ = um/2 to select the quadrature. Averaging over the modulation
produces a thermal state with fixed variance, concealing the quadrature choice from
Eve. Bob measures a randomly selected quadrature, and both parties retain only
the correlated data. A variant by Garcia-Patron and Cerf introduced heterodyne
detection at Bob’s end, using reverse reconciliation while discarding one quadrature
post-measurement.
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e Discrete-Modulation CV-QKD protocol [131] Early continuous-variable quan-
tum key distribution (CV-QKD) protocols employed discrete encoding of Gaussian
states. With the emergence of Gaussian modulated coherent states, interest in
discrete encoding waned. However, recent studies have revived this approach due
to its ease of experimental implementation and superior error correction capabili-
ties, enabling longer-distance communication. In discrete-modulation protocols, an
N-letter alphabet of coherent states |k) = |ae>™*/N) encodes the key, with Bob ap-
plying homodyne or heterodyne detection. These multiletter schemes offer higher
key rates over lossy channels. While postprocessing typically involves postselection
or reverse reconciliation, the main limitation remains the nascent stage of their
security analysis, though notable progress has been achieved.

4.8 Quantum-Inspired Classical Algorithms and Classical Simulation of Quan-
tum Systems

4.8.1 Quantum-Inspired Classical Algorithms

Quantum-inspired algorithms have garnered significant attention across various domains,
leveraging principles from quantum mechanics to enhance classical computational tech-
niques. For instance, reinforcement learning has been advanced through quantum-inspired
methods, notably in synthesizable drug discovery [135]. Surveys highlight the prac-
tical utility of arithmetic-based quantum-inspired algorithms [136], with early inter-
est documented even before quantum computing’s rise [137]. Applications span di-
verse problems, such as solving join order optimization using quantum-inspired digi-
tal annealing [138], combinatorial optimization via quantum-inspired evolutionary algo-
rithms [139], and benchmarking heuristic solvers [140]. Further, quantum-inspired tech-
niques have been applied to singular value decomposition [141], virtual screening of ligand
molecules [142], recommendation systems [143], and multi-objective optimization for dy-
namic wireless electric vehicle charging stations [144], demonstrating their versatility and
potential.

Quantum-Inspired Machine Learning encompasses a wide range of classical algorithms
inspired by quantum mechanical concepts but implemented without the need for quantum
hardware [145]. One of the most prominent families are dequantized algorithms, which
aim to replicate the performance of quantum algorithms using classical resources under
similar assumptions, often leveraging state preparation analogs like L.2-norm sampling
[140, 146]. Major QiML is directed towards tensor network approaches [147], which model
high-dimensional data via quantum-inspired factorizations, mimicking wavefunction rep-
resentations. Additionally, quantum-inspired metaheuristics such as quantum-inspired
evolutionary algorithms (QIEA) [139], quantum-inspired particle swarm optimization
(QPSO) [148], and quantum-inspired ant colony optimization (QACO) [149][150] apply
quantum analogues like Q-bits and Q-gates to guide optimization. Despite the variety of
approaches, what unifies QiML is the use of quantum concepts to inspire improvements
in classical learning, offering scalable, hardware-independent alternatives to QML [145].

4.8.2 Classical Simulation of Quantum Systems

(Classical simulation plays a crucial role in quantum computing by aiding hardware val-
idation, quantum algorithm testing, and quantum advantage demonstrations [151, 152].
Various simulation methods exist, each suited for different applications and computa-
tional constraints. These methods can be broadly classified into exact and approximate
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approaches, based on their accuracy. State-vector simulation represents quantum states
explicitly as vectors and applies unitary operations using matrix multiplications [153].
While highly accurate, its exponential memory requirement limits feasibility to small
systems. Tensor networks, including matrix product states (MPS) and tree tensor net-
works, efficiently represent low-entanglement quantum states [154, 155]. They are widely
used for approximate simulations of quantum circuits with limited entanglement growth.
Stabilizer methods efficiently track quantum states using Pauli operator updates for cir-
cuits composed mostly of Clifford gates [156, 157]. Extensions, such as stabilizer-rank
and quasiprobability methods, allow simulation of near-Clifford circuits [158, 159].

Decision diagram methods, such as tensor decision diagrams, exploit redundancies
in quantum circuits to enable efficient simulations [160]. Sampling-based approaches,
such as Markov-chain Monte Carlo methods, are useful for estimating quantum system
behavior efficiently [154]. These methods are particularly relevant for noisy quantum
circuits and near-term quantum applications. Classical simulations of quantum systems
continue to evolve, pushing the boundaries of feasibility and efficiency.

5 Current Applications and Industry Relevance

5.1 Healthcare

Quantum computing holds transformative potential for the healthcare sector, primar-
ily through enhanced computational capabilities in molecular simulations, optimization
problems, and machine learning [161, 162]. Quantum algorithms such as the VQE [13],
QPE [49] and SQD [19] have already demonstrated significant promise in simulating
complex molecular systems.

Table 6: Quantum Computing Applications in Healthcare and Drug Discovery

Application Algorithms Used
Molecular Simulation [13, 49, 163, | Ground-state energy computation using VQE,
164, 165] QPE, quantum embedding and Quantum

Monte Carlo

Protein Ligand Interactions [166, | VQE, SQD for interaction energy predictions
167, 168]
Drug Discovery Optimization [169] Hybrid algorithms (QAOA, QUTIE) and
170] QGANS for generative chemistry

Molecular Docking [171, 172, 173] | Quantum  Annealing, DCQO, Variational
Quantum Adiabatic Algorithm for molecular
docking problem.

QML [174, 175, 176, 170] QSAR modeling, virtual screening, toxicity pre-
diction via hybrid QNNs and QGANs
Protein Folding [177, 178§] Counterdiabatic and resource-efficient quantum

algorithms for protein structure prediction
Quantum Bioinformatics [179, | Quantum algorithms for sequence similarity
180] and solvent configuration prediction

Classical approaches, including Density Functional Theory (DFT) [181] and Hartree-
Fock [182], often fail to capture strong electron correlations in large molecules. Quantum
methods can offer more accurate and scalable solutions. Additional approaches, such as
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quantum-assisted simulators [183], quantum-classical hybrid neural networks for bind-
ing affinity prediction [184], and network science frameworks [185], continue to expand
the horizons of quantum computing in biomedical domains. While the potential is vast,
challenges such as hardware noise, limited qubit counts, and short coherence times limit
current scalability. Still, hybrid quantum-classical methods are increasingly seen as prac-
tical options for the near term. Continued research in error correction, qubit fidelity,
and application-specific algorithms is essential to fully leverage quantum computing in
healthcare.

Table 6 categorizes prominent applications of quantum computing in healthcare-
related domains.

5.2 Finance

Quantum computing has emerged as a promising technology in the financial industry,
offering the potential to solve complex problems more efficiently than classical methods
[186, 187]. The key areas where quantum algorithms can provide advantages include
portfolio optimization, risk assessment, and derivative pricing. Table 7 discusses various
quantum algorithms and their potential use-cases in finance.

Table 7: Quantum Computing Applications in Finance

Application Algorithms Used

Portfolio Optimization [188] Use of QAOA and Quantum Interior Point
Methods for asset allocation under constraints

Risk Assessment [189, 190] Quantum Amplitude Estimation (QAE) for

computing VaR and CVaR, improving simula-
tion efficiency

Derivative Pricing [191, 192, 193] | Quantum-enhanced Monte Carlo techniques
and QAE for simulating stochastic processes
Fraud Detection [194, 195, 196] Quantum annealing and clustering for anomly
detection in transactional data

Financial Modeling [197, 198, | QGANs, QCBMs, and SSQW-based random
199, 200] state preparation for market data and pricing
models, QLSS for numerical solutions of differ-
ential equations

NLP in Finance [201] QNLP for analysis of unstructured financial
documents and market news sentiment
Machine Learning [202, 195, 196] | QSVMs, QNNs, and clustering for credit scor-
ing, fraud detection, and market trend analysis

Quantum computing is rapidly transforming the financial industry by offering efficient
solutions to complex problems traditionally handled by classical methods [186, 187, 203].
Key applications include portfolio optimization, risk assessment, and derivative pricing.
For portfolio optimization, quantum algorithms such as QAOA and Quantum Interior
Point Methods (QIPM) provide advantages over classical techniques like quadratic
and mixed-integer programming [188]. In risk assessment, QAE enables more efficient
computation of risk measures such as Value-at-Risk (VaR) and Conditional VaR
(CVaR), offering a quadratic speed-up over classical Monte Carlo simulations [189, 190].
Derivative pricing, which involves simulating stochastic processes, also benefits from QAE



5 CURRENT APPLICATIONS AND INDUSTRY RELEVANCE 41

and quantum-enhanced Monte Carlo methods [191, 192, 193]. Additionally, quantum
annealing has been used for fraud detection by identifying anomalous transactions in
large datasets [194]. Despite hardware limitations, ongoing research and technological
advancements are making quantum algorithms increasingly viable for financial decision-
making.

Advances in QML further enhance financial modeling through generative approaches
and probabilistic methods. Quantum generative models such as QGANs and Quantum
Circuit Born Machines (QCBMs) have been applied to financial data generation and
risk analysis [197], while mutual information-maximizing QGANs extend classical Info-
GAN concepts for improved financial modeling [199]. Quantum Natural Language
Processing (QNLP) enables better understanding of unstructured financial data [201],
and split-step quantum walks (SSQW) have been used for option pricing through
parameterized quantum circuits [198]. Additional developments include quantum portfo-
lio optimization integrated with blockchain [204], quantum Boltzmann machines for risk
forecasting using D-Wave annealers [205], and solving option pricing PDEs via their equiv-
alence to the Schrédinger equation [206]. In fraud detection and credit scoring, QSVM,
QNN and quantum clustering techniques enhance classification and anomaly detection in
financial datasets [202].

5.3 Defence and Communication

Quantum Key Distribution (QKD) is a major advancement in secure communications,
particularly in financial transactions, military networks, and critical infrastructure protec-
tion. Protocols such as BB84 [16], E91 [17], and Measurement-Device-Independent QKD
(MDI-QKD) [125] ensure secure key exchange against potential quantum adversaries.
These techniques leverage quantum mechanics principles like entanglement and the no-
cloning theorem to prevent eavesdropping. QKD has been successfully implemented in
fiber-optic and free-space communication networks, enhancing encryption techniques be-
yond classical cryptographic methods [207].

Table 8: Quantum Key Distribution Implementations

Protocol Distance Country Year Medium
Decoy-state 1,200 km China 2017 Satellite-
BB84 [126] to-ground
TF- 1,002 km China 2023 Fiber
QKD[208]

TF- 600 km Japan 2023 Fiber
QKD[209]

TF- 511 km China 2021 Fiber
QKD[210]

Decoy-state 421 km Switzerland, US | 2018 Fiber
BB&4 [211]

DPSK [212] 380 km India 2021 Fiber

In defense applications, QKD provides an additional layer of security for military
communications, intelligence sharing, and satellite-based encrypted links. Satellite-based
QKD systems, such as those pioneered by China’s Micius satellite, have demonstrated the
feasibility of long-range quantum-secure communication [126]. Governments and defense
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organizations are actively investing in QKD infrastructure to future-proof secure commu-
nications against threats posed by quantum computing advancements in cryptanalysis.

Owing to high costs in integration with existing communication infrastructure the
large-scale deployment of QKD still remains a challenge. Research into quantum re-
peaters [213] and next-generation QKD protocols aims to enhance the scalability and
practicality of quantum-secure networks. Table 8 highlights the milestone achievements
in QKD implementations.

5.4 Optimization

Quantum computing holds transformative potential for optimization across industries
like logistics, finance, and healthcare by leveraging algorithms such as QAOA and
Quantum Annealing to tackle complex combinatorial problems intractable for clas-
sical methods [214]. In logistics, these techniques optimize supply chain management,
delivery routes, and scheduling, addressing challenges like the traveling salesman prob-
lem, vehicle routing, and network flow with Quantum Annealing for routing and cargo
loading [215, 216, 217], DC Quantum Optimization (DCQO) and Quantum Neural
Networks for complex routing [218, 219], QAOA for production scheduling [220], Hybrid
Quantum-Classical Annealing for logistic network design [221].

However, hardware limitations and noise susceptibility pose challenges, necessitating
hybrid quantum-classical approaches that combine quantum algorithms with traditional
methods to enable near-term advancements. Ongoing research in quantum error correc-
tion and algorithmic refinements will be critical to fully realizing quantum optimization’s
potential in industrial applications. Table 9 details some of the applications in ogistics
for which quantum algorithms can be potentially used.

Table 9: Quantum Computing Applications in Logistics
Application Algorithms Used
Routing [218, 216, 219, 215] Quantum Annealing, Digitized Counterdiabatic
Quantum Optimization (DCQO), Quantum
Neural Networks

Cargo Load [217] Quantum Annealing
Network Design [221] Hybrid Quantum-Classical Annealing
Scheduling [220] QAOA

6 Future Directions

Quantum computing is advancing rapidly, with significant progress in the NISQ era and
promising developments toward FTQC. Current devices, with tens to hundreds of qubits,
are demonstrating potential in practical applications like pharmaceutical research, op-
timization, and search techniques, while the transition to FTQC is expected to unlock
unprecedented computational power. Despite hardware limitations, ongoing improve-
ments in algorithms and error correction are paving the way for transformative impacts
across industries. Below is a summary of key advancements and challenges in this evolving

field:

e Quantum computing is poised to revolutionize fields such as pharmaceuticals, lo-
gistics, and cryptography, leveraging NISQ-era algorithms like VQE and QAOA,
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with FTQC promising exponential speedups in tasks like molecular simulations
and factorization [5, 36, 222].

e NISQ algorithms, including VQEs and sample-based methods like SQD for molecu-
lar ground state approximation in drug discovery and QAOA for combinatorial op-
timization, are showing independent utility despite noise and limited qubit connec-

tivity, with potential to outperform classical methods as hardware improves. [168,
166, 167, 14].

e Quantum annealing is effectively addressing complex optimization and simulation
problems, demonstrating competitive performance in real-world applications like

supply chain optimization, even within the constraints of current hardware limita-
tions [223, 224, 225, 226, 227].

e Improvements in early-FTQC, such as experiments with logical qubits and lower-
depth, hardware-friendly algorithms with rapidly progressing research in error cor-
rection and mitigation, are blurring the line between NISQ and early-FTQC, en-
abling more robust applications in optimization and simulation [228, 229].

e FTQC algorithms like Shor’s for factorization and quantum linear system solvers
offer super-polynomial speedups but require substantial number of qubits with high
coherence times; further investigation is needed to demonstrate genuine quantum
advantage [230], and simulation algorithms face challenges in eliminating the need
for good initial states [36, 39, 101, 222].

The journey from NISQ to FTQC is a nascent field with significant challenges, includ-
ing hardware scalability and error correction, but continuous advancements in quantum
neural networks, post-quantum cryptography, simulation, optimization algorithms signal

a bright future where quantum computing will solve complex problems, transforming
industries [231, 100, 19, 226].

7 Summary

This work presents a comprehensive overview of quantum computing algorithms, begin-
ning with its foundational principles and the quantum systems underpinning algorithms
development. We discussed key quantum algorithms and emphasized their theoretical
significance and current industrial applications. Through a systematic classification of
these algorithms, the paper highlights the growing maturity of quantum computing as a
scientific discipline.

The inclusion of QML underscores the interdisciplinary nature of quantum computing
and its potential to revolutionize data analysis and optimization tasks. Similarly, the
discussion of classical algorithms for simulating quantum systems bridges the gap between
quantum mechanics and practical computational tools. These methods remain essential
for validating quantum systems and exploring the performance of quantum algorithms,
especially as experimental quantum hardware continues to evolve.

Recent advances, such as improvements in error handling techniques, and the scal-
ing of quantum processors, mark significant milestones in the field. The integration of
classical and quantum computing frameworks is fostering hybrid approaches that are
redefining computational boundaries. As quantum technologies continue to evolve, over-
coming scalability barriers and advancing algorithmic design will be pivotal in realizing
their full transformative potential.
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